Unquestionably, communicating entities (object, or things) in the Internet of Things (IoT) context are playing an active role in human activities, systems and processes. The high connectivity of intelligent objects and their severe constraints lead to many security challenges, which are not included in the classical formulation of security problems and solutions. The Security Shield for Internet of Things has been identified by DARPA (Defense Advanced Research Projects Agency) as one of the four projects with a potential impact broader than the Internet itself. To help interested researchers contribute to this research area, an overview of the IoT security roadmap overview is presented in this paper based on a novel cognitive and systemic approach. The role of each component of the approach is explained and interactions with the other main components, and their impact on the overall. A case study is presented to highlight the components and interactions of the systemic and cognitive approach. Then, security questions about privacy, trust, identification, and access control are discussed. According to the novel taxonomy of the IoT framework, different research challenges are highlighted, important solutions and research activities are revealed, and interesting research directions are proposed. In addition, current standardization activities are surveyed and discussed to the ensure the security of IoT components and applications.
Introduction
The long history of the Internet started in the 1950s following the development of electronic computers. Packet switched networks, such as the ARPANet (Advanced Research Projects Agency), were developed in the 1960s and 1970s, using a variety of protocols to join separate networks. In the 1980s, the TCP/IP(Transmission Control Protocol/ Internet Protocol) Internet protocol suite was standardized, and the concept of the Internet as a worldwide network was introduced. In the 1990s, owing to the introduction of almost instantaneous communications, the Internet gave rise to a real revolution in everyday life, with domains as shown in a wide variety of popular networked applications.
The concept of the Internet of Things (IoT) was introduced in 1999 [1] , after the explosion of the wireless devices market, and the introduction of the Radio Frequency Identification (RFID) and the Wireless Sensor Networks (WSN) technologies. The IoT concept aims to connect anything with anyone, anytime, and anywhere. It uses things or objects, e.g., sensors, actuators, RFID tags and readers, to enable interactions between the physical and virtual worlds. An illustrative example of an IoT application in a smart factory is shown in Fig. 1 . In this system, we can distinguish four main components: person, process, technological ecosystem and intelligent object. The definitions, roles and interactions between these elements are given in Section 3.
In 2011, the number of interconnected systems exceeded the number of human beings [1] . In 2012, nine billion devices were interconnected; this number is expected to reach 24 billion devices in 2020 [1] . The size of the financial market approaches the amount of 1.3 trillion dollars for mobile network operators in various domains and applications such as healthcare, transportation, public services and electronics applications [1] .
As an extension of the classical Internet framework and technology, previous security models should be applicable to IoT to guarantee basic security services including authentication, confidentiality, integrity, non-repudiation, access control and availability. However, The IoT is constrained by many new factors. First, numerous devices and objects may interact together in a complex manner, through many security techniques and according to different policy requirements [2] . Second, IoT devices can have different operational environments and, usually, limited computational power. Third, some IoT have the potential for interaction with a huge number of nodes leading to serious security problems. Consequently, security challenges became more difficult to address as it is difficult to develop a generic "one size fits all" security strategy or model. The "Security Shield for Internet of Things" was identified in 2014 by DARPA (Defense Advanced Research Projects Agency) as one of the four projects with a potential impact broader larger than the Internet itself.
In addition, the evolution from closed or limited-access networks to open ones increased the need for security alarms to protect interconnected devices from intrusions. The IoT is susceptible to many types of attacks: message modification and/or alteration, traffic analysis, Denial of Service (DoS), Distributed DoS, eavesdropping, Sybil attacks, etc. Concretely, many real attacks occurred in the latest period. An example of an attack related to the IoT was led against Supervisory Control and Data Acquisition (SCADA) systems, which aim to facilitate the management of remote systems by issuing real-time supervisory commands over communication channels [3] . As a result of the commercial availability of cloud computing, these systems were progressively being used by IoT technology to decrease the infrastructure fees and facilitate maintenance and integration operations. In [3] , the authors highlighted several security vulnerabilities and possible attacks of these systems (Denial of Service, SQL Injection, Buffer Overflow, and many others). The British Columbia Institute of Technologies Internet Engineering Lab (BCIT/IEL) has recorded a list of over than 120 events since the initiation of the project. Another analysis of 200 IT security executives using SCADA systems in different countries was led at McAfee enterprise, and showed that most facilities were victims of cyber-attacks [3] .
Unquestionably, many challenging security issues must be addressed before making the IoT vision a reality. We need to answer important questions about enabling IoT while guaranteeing aspects such as trust, security, and privacy. We conducted this work to help those who are interested in the development and the improvement of this domain. Different surveys have already been proposed, but they are mainly based either on a broader vision that includes "Things"-oriented, "Internet"-oriented and "Semantic"-oriented visions, or on a layered vision, whereas the purpose of our work is to offer a roadmap that considers systemic and cognitive approach of IoT. This is useful especially when we consider the complexity, variability, interactions, and constraints of IoT components. Despite the limitations of its theoretical rigor, our vision remains an adequate choice for decision making, since we consider the overall system operation.
The main contribution of this work is fourfold: (a) we propose a classification of different surveys based on the IoT vision and security issues; (b) we detail our systemic and cognitive approach for the IoT, which was introduced in [4, 5] ; (c) we report and analyze the state-ofthe-art of IoT security research activities, and present the major technological solutions and projects according to this systemic and cognitive approach; and (d) we show the main standardization activities related to IoT security. We believe that our effort is interesting as it grants particular attention to interactions among system elements and their effects on the overall system. Further, by using a systemic and cognitive approach, we consider at the results originating from system behaviors and compare them to real-life results to validate models and practices.
Section 2 contains the related work, and highlights our contribution in respect of other existing surveys. Section 3 presents the systemic and cognitive approach of IoT that we use as a basis for our actual work. Section 4 shows how the presented model may be easily adapted to any real environment, by using it for smart manufacturing to improve productivity. Section 5 presents solutions and projects related to the IoT security field these are classified them according to different taxonomies, and, for each main research axis, highlights new research directions. Section 6 details the main standardization activities in the IoT security field. Section 7 discusses IoT security evolution and concludes the paper.
Related work
In recent years, many surveys were published to emphasize the advancement of research activities in the IoT framework [1, [6] [7] [8] [9] [10] . They mainly focus on general issues of IoT fundamentals or models. Security concerns were presented as a part of each survey and treated in a generic manner and security and privacy were often shown jointly as a single concept. Unfortunately, as illustrated in Table 1 , none of the previous surveys has detailed in-depth security concerns of the IoT.
In "The Internet of Things: A survey" [6] , the authors aimed to present the different visions the IoT paradigm: "Things"-oriented, "Internet"-oriented and "Semantic"-oriented visions. They reported In "Internet of things: Vision, applications and research challenges" [7] , the authors considered that the IoT is consists of three main levels: anything communicates, anything is identified, and anything interacts. They focused their research challenges on (1) computing, communication and identification technologies, (2) distributed systems technology, and (3) distributed intelligence. Miorandi et al. said that many challenges arise in security but they identified only three key issues to be innovated: data confidentiality, privacy and trust. They did not grant adequate attention to authentication, integrity and access control, which were discussed superficially and considered as parts of the key issues defined by the authors.
In "Internet of Things (IoT): A Vision, Architectural Elements, and Future Directions" [1] , the authors presented a cloud centric vision for the IoT and illustrated the enabling technologies and application domains of the future. They proposed many research issues based on [11] . The authors did not discuss security research issues in depth and their discussions were limited to superficial questions regarding privacy and identity protection.
In "The Internet of Things: A Survey from the Data-Centric Perspectiv" [8] , the authors detailed data mining and management in the IoT according to the same visions as [6] . They focused essentially on (1) networking issues, including effects on data collection, RFID technology, sensor networks and mobile connectivity; and (2) data management and analysis including data cleaning, semantic web, realtime and big data analysis, and crawling and searching the IoT. In this survey, security concerns are detailed only from a privacy point of view, and other relevant security issues were neglected.
In "Towards Internet of Things: Survey and Future Vision" [9] , the authors proposed different architectures of the IoT, and discussed new research challenges. They detailed the 3-Layer and 5-Layer architectures and highlighted the relevant research challenges in communications problems (QoS, huge number of objects, transport control protocol, real time objects detection, etc.), and information gathering problems (massive information, and security and privacy problems). Authors were limited to physical security and privacy issues and they treated security problems superficially without presenting any possible solutions.
In "Context Aware Computing for The Internet of Things: A Survey" [10] , the authors proposed a context awareness for the IoT framework and gave a deep provided an in-depth analysis of the context life cycle (techniques, methods, models, functionalities, systems, applications, and middleware solutions) by studying a set of 50 projects during the decade between 2001 and 2011. Then, according to their taxonomy, they proposed a number of possible research directions based on emerging IoT issues. In this survey, the authors suggested that security and privacy issues are addressed at the middleware level, and at several layers of the model (sensor hardware, sensor data communication, context annotation and context discovery, context modeling and the context distribution layers) in order to gain trust from IoT users. This survey dealt with security as an orthogonal issue among many others, but no particular attention was paid to real research activities in this field.
In "Security for the Internet of Things: A Survey of Existing Protocols and Open Research issues" [12] , published in 2015, Granjal et al. proposed a deep analysis of existing protocols [13] in which the authors adopted an open IoT vision and considered a set of intelligent objects that cooperate to accomplish a common objective. In their vision, they considered that, from a technological point of view, IoT deployments may involve diverse conceptions, technologies, implementations and architectures to build a communication or to perform a process. They divided the security aspects into three categories: security requirements (authentication, confidentiality and access control), privacy, and trust. The main limitation of this work is the taxonomy of the IoT, which remains unclear and, consequently, the lack of classification of the listed research activities according to a clear sorting logic.
In 2016, the SANS institute published an interesting survey: "Securing the Internet of Things Survey" [14] , to reveal the opinion of the security community about the IoT security state of the IoT in the present and in the future by interrogating security personnel active in the IT field. By the end of this survey, the author concluded that most of the respondents expected IoT device producers to show more interest in security concerns than other IT systems.
Finally, we cite the survey "Internet of Things: A Review of Surveys Based on Context Aware Intelligent Services" [15] , which presented the current IoT technologies, approaches, and models to find out new datarelated challenges. The paper proposed well integrated and context aware intelligent services for IoT. The authors focused on social network and IoT integration in the emerging context of the Social Internet of Things (SIoT). Although the security were considered by the authors during their survey but they were not discussed separately.
It is clear that all of the aforementioned surveys either did not consider security in the IoT framework as a priority or were limited to a part of its issues. In our work, we consider different IoT threats and focus on many areas such as protocol and network security, data privacy, identity management, trust and governance, fault tolerance, dynamic trust, security, and privacy management. More than offering a classic survey, our intent is to present a roadmap for designers and practitioners of IoT to provide supplementary efforts in different and interesting areas to improve IoT security features. To this end, we proposed a systemic and cognitive approach for IoT security to cover all these aspects in a consistent framework [16] . Compared to the layered approach, our vision is more convenient and flexible for making decisions while the whole system accomplishes a given action. We consider security issues that may occur due to interactions among all the system elements, and analyze their consequences on the global system. We concentrate our analysis to specific interactions which are directly related to security: privacy, trust, identification, and access control. We consider that other interactions (auto-immunity, safety, reliability and responsibility) are considered during the system design phase, and do not involve enhancing technologies; and then remain beyond the scope of this work.
A systemic and cognitive approach for the IoT
In [5] , the authors proposed a holistic view of the IoT suggesting a systemic and cognitive approach for the IoT security. The main idea is originally inspired by [17] , where Kiely et al. proposed a systemic security management system for all types of organizations beginning with the micro level. As shown in Fig. 2 , our illustration of the IoT context is described by a tetrahedron-shaped scheme built around four nodes: person, process, intelligent object, and technological ecosystem. The presence of the intelligent object in this system increases the complexity of the control process in the resulting computing environment which may include humans, computers, sensors, RFID tags, network equipment, communication protocols, system software, and applications. Edges between intelligent object and people nodes become difficult to process due to the large number of involved entities (objects and/or persons) and the varied of security requirements. These connections are dynamic and complex; follow the characteristics of the environment and play a key role of cooperation/conflict between nodes [16] . Nodes are connected to each other and their interactions are represented by seven edges: trust, privacy, identification and access control, safety, reliability, auto immunity, and responsibility. In the following, we provide a detailed definition of each of the nodes and edges of the tetrahedron. The relevant research issues are presented in Section 5.
Nodes

Person
This node symbolizes the human resources and related security issues. As the IoT context is characterized by its diversity and largescaled structure, security limitations and threats are more probable and influenced by large numbers of persons. When highlighting the complexity of this node we need to aware that the persons involved include humans with different security background levels. This differs according to respective characters, manners, expertise, knowledge, outlook, etc. [17] . According to respective roles, different types of human profiles are involved in the IoT context such as consumers, end users, and service or technology providers. Controlled by their security and safety, we suggest that persons, each from their perspective, have to accomplish the tasks related to security rules management, according to the Plan-Do-Check-Act approach described in the ISO/IEC 27000-series. 
Process
This node is about the procedures, means or ways to perform tasks within the IoT framework with respect to a specific security policy. Processes must thoroughly fit the requirements of policies, standards, strategies, procedures, and other specific documentation or regulation to guarantee the expected security level for every IoT architectural components.
Intelligent object
It encompasses various devices with communication capabilities regardless of their processing power, memory or energy as tags, sensors, actuators, etc. Objects can be deployed to work autonomously, as is the case of phase meters for a smart grid, or as part of a more complex system such as a thermostat in the HVAC (Heating Ventilation and Air Conditioning) system. The designers of these objects have to overcome their pervasive character to comply with specific security levels.
Technological ecosystem
This ecosystem represents technological solutions to guarantee efficient functioning and acceptable IoT security level including joining applications, command and control processing, and routing and security. An extensive, reusable and accessible ecosystem is highly recommended to facilitate the development of IoT nodes and applications. To guarantee a generic and efficient secure technological ecosystem, the following aspects need to be considered: (1) design and configuration of security procedures, (2) identification and authorization of involved entities, (3) precision of internal and external security perimeters, and (4) protection of the physical environment. Practically, in the real implementation of a technological ecosystem, many issues have to be handled concerning communications infrastructures and protocols, system architecture, implemented algorithms, access control methods, etc have to be addressed. As data and commands may be remotely generated and handled, adequate interest needs to be granted to communication choices.
Edges
Privacy
It depicts the edge between person and technological ecosystem nodes and originates from the necessity of protecting data related to humans. In IoT, it is essential to fulfill privacy requirements due to the omnipresence of intelligent objects, and the risk of technology mishandling by legitimate and/or illegitimate users. For example, we consider a healthcare scenario where hospital employees need to access patient data for administrative purposes (statistics generation, patient registration, billing, age, sex…) and are not allowed to know details about patient disease. In this situation, privacy is about granting adequate access privileges to employees without divulging sensitive information.
Trust
It is the edge that links the intelligent object with the technological ecosystem. In smart environments, IoT devices may perform various readings (temperature, humidity, fire, pressure measurements, etc.) to help decision making by administrators and instant reaction. This reflects the necessity of trusting the involved device(s) to make the right assessment, and highlights the interaction between entities by trusting what do they report and acting accordingly. Then, establishing and managing trust in a huge number of objects in heterogeneous and large-scaled environments is a considerable challenge for researchers and manufacturers. Trust management definition and operations (establishing, updating, and revoking credentials, keys and certificates) have to be addressed as a key security issue in IoT. In our approach, trust establishment between objects and persons is performed via technological ecosystems due to the involvement of human and nonhuman entities in the global system.
Identification/access control
It stands for the edge between persons and intelligent nodes, which emphasizes the mean to establish connections among entities, and retrieve them easily using their identifiers. We can consider the example of vehicle control in an industry chain where identifying connected devices (vehicles, products, etc.) permits their localization and tracking. Obviously, getting this type of information instantly can improve the global system functioning and efficiency by immediate intervention when needed. Identification affects many aspects of the global IoT system including conception, architecture, access rules, etc.
Reliability
It links process and technological ecosystem nodes and depicts the probability of non-failure of the system operation. In IoT, reliability can be considered in many cases such as handling unique and reliable addresses for entities, managing data over the network, and effective use of intelligent objects in various applications. In the systemic and cognitive approach, we classify reliability as a non-security edge as it is considered in the overall system designing. Although research efforts in IoT reliability are still limited, we can list two mains projects: NEBULA (A trustworthy, secure and evolvable Future Internet Architecture) 2 and Soft Reliability Project. 
Safety
It is largely about protecting persons and objects during a process execution. The software embedded into autonomous objects may be the cause of a random or unpredictable behavior so it has to be carefully checked to avoid disastrous consequences for the whole system and the physical environment. To explain the importance of safety in IoT domain, we consider the example of digital cities where smartphones are increasingly powerful tools that can be used as sensors. They must be capable to protect their internal and sensitive information and can predict and prevent safety issues through dedicated applications (e.g., geo-positioning). Safety is also considered during the system design, with explains the limited related research efforts. Three main projects may be listed: E-Safety Project, 4 e-Crime Wales, 5 and Internet Safety Project. 6 
Auto-immunity
It concerns only intelligent objects as they may operate in remote and/or hostile zones where risks of physical attacks and other possible menaces become probable (failure of communication media, resource constraints, inadequate physical protection, weakness of the trust management system, sporadic nature of connectivity, etc). Strong electromagnetic disturbance may even interrupt or prevent the node from functioning. This increases the workload and battery consumption, which reduces the service time of the wireless sensors. Moreover, it is important to improve the IoT system immunity against electromagnetic interference to guarantee a low probability of both interception and low probability of detection [18] . Auto-immunity is concerned with all of the aforementioned aspects and needs to be considered as a conception requirement of every IoT system rather than a security measure. This edge is considered in the conception phase by manufacturers of IoT devices to ensure a prevention technique for intelligent objects and may explain the limited related research efforts. Two main works may be listed about artificial immunity-based security [19] , and immunity-based intrusion detection technology [20] .
Responsibility
It links the process to intelligent object nodes. Smart devices may be autonomous and behave as actors in many cases. For example, persons may grant a form of responsibility to these nodes to perform a precise action as responsibility for risk and vulnerabilities management of these products [21] . We consider a smart refrigerator, which is able to know the list of the stored aliments, and autonomously order new products. This device becomes responsible for product ordering which may facilitate the task of its proprietor. However, in the case of intentional or accidental dysfunction (poor products details, quantity problems, etc.), it is necessary to attribute the responsibilities to the right entities, and reactions may be taken accordingly.
In [16] , a systemic and cognitive approach is developed through identification of contextual plans within the tetrahedron: a safety plan, cyber-security plan, access plan, and security plan; and the edges between nodes are sorted accordingly. It is then put into evidence by shedding light on the security plan that includes the privacy, trust, identification and access control edges. Each of the other plans of the tetrahedron (safety, access and cyber-security planes) share one edge with the security plan. Thus, we suggest a by-design inclusion of security in the different aspects of IoT development.
Case study: smart manufacturing
To highlight the efficiency of the systemic and cognitive approach, we consider the case of smart manufacturing, where IoT applications are expected to generate 1.2-3.7 trillion of economic value annually by 2025. 7 Concretely, IoT applications increase manufacturing productivity by providing a comprehensive view of the production chain and making instant adjustments. In the smart manufacturing scenario illustrated in Fig. 3 , the nodes of the tetrahedron correspond to the following actors during the supply chain management process: Process: the smart manufacturing process includes supply chain management, efficient operation, predictive maintenance and inventory optimization. Data collected from terminal equipment, workers, vehicles, and other sensors are analyzed to produce real-time models and control, and plan algorithms to coordinate between chain components. Monitoring the status of production equipment in real-time helps the increase of efficiency and reliability, and improve overall performance.
Person: to ensure the management of a large amount of heterogeneous data, manufacturing environment involves several actors with different competences and expertise. Depending on their interest, qualifications and ability to act in a reflective and autonomous way, persons needed in smart manufacturing context may be engineers, workers, managers, suppliers, consumers, tele-operators (conferencing, maintenance, etc.).
Intelligent object: devices involved in smart manufacturing include physical components (mechanical, electrical parts), intelligent components (sensors, actuators, microprocessors, software, and embedded operating systems) and connectivity components (wireless connectivity, ports, antennas). The explosion of sensor technologies has made every manufacturing process and component a potential data source. For example, sensors may be used to monitor humidity conditions during vehicle painting, and enable real-time monitoring by adjusting ventilation systems.
Technological ecosystem: innovations provide many opportunities to develop new products and corporate models, multiply economic benefits and facilitate greater employee engagement. In smart manufacturing, examples of these ecosystems may concern control technologies (sensors, actuators), cognition-based intelligence (machinery, robots), human-machine interaction, continuous monitoring, energy technologies, information and communication technologies, etc.
Privacy: aims to reduce the risk of privacy disclosure of sensitive data (financial, technical or personal details) when exchanged with the technological ecosystem (radio link). Data control techniques such as anonymization, encryption, aggregation, integration, and synchronization may be used to hide these data while providing essential information usable for the relevant applications. Identification/Access control: consists of controlling illegitimate intrusions of persons/objects in restricted areas. It may concern identification and localization of vehicles, measurement of the humidity and temperature, tracking of products, management of surveillance parameters in sensitive areas, etc.
Trust: concentrates on soft security (technological ecosystem) to establish mutual trust between intelligent objects and persons, to create security guarantees and transparency. This enables the global system to make timely and trusted information available where it is needed, when it is needed, and to those who need it. Trust establishment will depend on two factors: the ability of an intelligent object to protect itself in hostile environments, and a person's ability to interrogate the node to determine whether it is still trustworthy.
Reliability: focuses on reliability of the information collected and the results reported by the technological ecosystem during the manufacturing process. This requires effective means of sensing, metrology, calibration, signal processing, diagnostics, anomaly detection, maintenance, etc. In addition, automatic, flexible and adaptive control mechanisms need to be developed to obtain a higher degree of the overall system reliability.
Safety: focuses on several operations such as control, command, surveillance, communications, intelligence, and reconnaissance, etc. It aims to meet the need of intelligent objects, ensure their safety across their whole life cycle, and improve persons' safety by reducing injuries and fatalities during the manufacturing process. In this context, IoT may be applied to devices and employees (RFID tags, badges) to alert or even power off equipment if a physical attack occurs.
Auto-immunity: concerns the protection of intelligent objects from physical attack in harsh environments and providing the provision of sufficient resistance with the ability to self-monitor and reporting. It also focuses on enhanced immunity of intelligent objects and communication channels towards interference and jamming.
Responsibility: handles the liability of an intelligent object to perform a precise process. In a manufacturing scenario, IoT devices must answer only respond to an authorized reader's request. If a strategic change occurs, the responsibility for monitoring would change automatically, and responsibilities are distributed across multiple intelligent objects to perform new processes. Consequently, it is the 
A. Riahi Sfar et al. Digital Communications and Networks xxx (xxxx) xxx-xxx
responsibility of the whole system to maintain a consistent task agenda by inserting missing actions, guaranteeing general domain knowledge and causality, and so on.
Roadmap overview of security-related edges
In this section, we will survey security related edges: privacy, trust, identification and access control, present the current state of the art and propose possible research issues.
Privacy
Information privacy means that the user is able to control when, how, and to what extent personal information is collected, used, and shared. It can affect user confidence and people's lives. In an IoT environment, connected systems may communicate with each other, transmit collected, or control exchanged data. The capabilities of system's connections during various processes imply many security and privacy issues in the dynamic world of IoT, regarding constraints of maintaining the meaning of the handled information.
State of the art and taxonomy
In ubiquitous computing systems, sensitive data can be stored in a distributed manner. It is important to set up an adequate control mechanism, to control and manage data disclosure to third parties according to information sensitivity. Privacy for end-users is a very complex issue because it involves interactions with all of the different system components, and it cuts across all the layers of the systems structure. Obtaining and analyzing all these properties denotes a significant research challenge. Two comprehensive surveys about challenges and opportunities in big data privacy can be found in [22] and [23] where authors reviewed the milestones of research activities of big data privacy, and debated the challenges and opportunities from various perspectives.
To produce a consistent roadmap overview for the different research achievements and projects in IoT privacy concerns, we can distinguish two main axes: data privacy and access privacy, as illustrated in Fig. 5 .
Data privacy must be considered throughout the different phases of data usage, including collection, transmission, and storage. During data collection and transmission, we need to focus on networking issues and technologies as RFID, WSN, and mobile connectivity. In the storage and processing phase at collection nodes, guaranteeing data confidentiality and integrity, and implementing adequate security techniques must take place. Effective solutions include anonymization, block ciphers, stream ciphers, hash functions, lightweight pseudo random number generator functions, and lightweight public key primitives. These techniques are generally combined to provide the required level of privacy depending on the sensitivity of data, network settings, and application and users requirements.
Access privacy emphasizes the manner in which people can access to personal information. It is important to highlight the need for efficient policies and mechanisms to manage different types of data and fit various situations in IoT contexts. This group may include blocking approaches, lightweight protocols and data sharing, and accessing techniques.
Data privacy
Important research results can be divided into six categories: anonymization based techniques, block ciphers, stream ciphers, hash functions, lightweight pseudo-random number generator functions, and lightweight public key primitives. Fig. 4 represents the chronological progress of research efforts in this domain (Fig. 5) .
5.1.2.1. Anonymization-based solutions. These sulutions aim to guarantee data privacy-preservation and include k-anonymity, ldiversity and t-closeness. K-anonymity focuses on the manner in which data holders can issue their private data without any risk of re-identification of data subjects. A formal protection model for sensitive data ensures that the information for each person cannot be differentiated from that belonging to a group of at least k ( − 1) individuals [24, 25] .
The principle of k-anonymization consists of representing a database as a table with n rows and m columns. Each row denotes an entry associated with a precise member of the population, the entries are not necessarily unique. Columns of the table correspond to various attributes of different members of the population. To accomplish kanonymity, two methods may be used: (1) suppression, where some values of the attributes are replaced by an asterisk '*'; and in one column, all or some values can be replaced by '*'; and (2) generalization, where personal values of attributes are replaced by values in a broader category (e.g., if the attribute 'age' is considered, the value of '21' can be replaced by the expression '≤25').
In IoT environments, k-anonymity may be used for the localization of intelligent objects to improve location privacy [26] . This can solve the security problems related to the use of a third party service for obfuscation, difficulty of managing several k-anonymity groups for different queries, and infeasibility of using global GPS coordinates indoors. Another proposal is to use a tree based location privacy approach against multi-precision continuous attacks, based on the new location query approach supporting multi-precision queries [26] . A third use of the k-anonymity concept was the case of building an algorithm for data release based on fine-grained generalization [27] .
L-diversity, is proposed to overcome k-anonymity vulnerability to homogeneity attack and background knowledge attack [28] . Machanavajjhala et al. proposed a stronger definition through well-represented sensitive attributes to guarantee privacy even when the data publisher ignores what the adversary knows about the records. A formal foundation is given and followed by an experimental evaluation and some practical directions of solution. In IoT, a possible application of this mechanism can be found in healthcare domain where data publication is needed without divulging sensitive information about individuals.
T-closeness, was proposed in [29] to surmount limitations of kanonymity and l-diversity related to attribute revelation. Li et al. proposal requires that distribution of sensitive attributes in any group should be close to their distribution in the overall database. To highlight the value of this work, the authors use real examples and experiments. In [30] , the authors present a decomposition with (n-t) closeness, to maintain privacy in the case of multiple sensitive attributes. Their goal was to solve the problem of reducing the amount of significant information that may be extracted from the released data in the t-closeness case. In [31] , a new proposal is presented based on the post randomization method (PRAM) for hiding discrete data, and on noise addition for other cases. In the IoT context, this proposal may be used in many cases such as those in which perturbative methods for privacy are considerable, or in location-based services [31] .
Blocks ciphers.
In resource-constrained environments, communication of intelligent objects must overcome specific restrictions of energy, performances and efficiency. In these scenarios, conventional cryptographic primitives are infeasible. A detailed survey appears in [32] , where Abyaneh et al. presented the state-of-the-art of lightweight algorithms and protocols for RFID systems. Block ciphers primitives constitute the most fundamental category of cryptographic algorithms. They transform a binary plain text of a fixed length into a cipher text of the same length using a symmetric key. To ensure communication security, lightweight block ciphers were introduced toward the end of the 1990s. Lightweight primitives are known to have the the block size of their input data
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chosen between 32 and 64 bits, the use of elementary operations like binary XOR and binary AND, and the simplicity of the key schedule [33] .
Traditional cryptography schemes such as 3-DES and AES continue to be U.S. government standard ciphers for non-classified data. Recently, the National Institute of Standards and Technology confirmed this point of view in [34] . However, these ciphers do not fit the IoT scenario well due to their constrained resources in terms of energy and real time execution, as explained and experimentally proved in [35] , through a comparison of the estimated energy of three different ciphers.
Numerous research activities occurred and led to plenty number block ciphers primitives for IoT, including mCRYPTON [36] , HIGHT [37] , SEA [38] , DESXL [39] , CLEFIA [40] , PRESENT [41] , KATAN, KTANTAN [42] , PRINT Cipher [43] , TEA/XTEA [43] , Kasumi [44] , LED [45] , CLEFIA [40] , KLEIN [46] , Piccolo [47] , LBlock [48] , Simon and Speck [49] , etc. A comprehensive survey of lightweight algorithms was presented in [33] , where Cazorla et al. presented a broad comparison of all these algorithms in terms of operation and performance. Some block ciphers are compared in Table 2 regarding their key sizes, block sizes, consumed area measured in gate equivalents (GEs), and technology values (μm) [50] [51] [52] .
Stream ciphers.
Plain text is enciphered entirely with a pseudo-random key stream, generated with the same length of plain text. The encryption operation consists of XORing the plain text and key stream. Although this category of cryptographic primitives represent an alternative for block cipher, its use is still limited due to the long initialization phase needed before first usage. This drawback Contrary to block ciphers, the number of lightweight stream ciphers for constrained environments is limited. The most important systems include hardware-oriented algorithms of the eStream project namely Grain [53] , Trivium [54] , and MICKEY 2.0 [55] . Newer algorithms include WG-8 [56] , Espresso [57] , and A2U2 [58] . Enocoro v.2 [59] can be listed as a pseudo-random number generator for use in a stream cipher. In Table 3 we report a quick comparison between some algorithms in terms of key size, consumed area (GEs), and technology values (μm) [60, 52] .
Hash functions.
They are used for message integrity verification, digital signatures, and fingerprints. They fulfill the following requirements: (1) easy to compute, (2) collision resistant, (3) pre-image resistant (it should be difficult to calculate a message m, such that h hash m = ( )); and (4) second pre-image resistant. In resource-constrained contexts, lightweight cryptographic hash functions are necessary to reduce hardware and energy consumption. According to their publication date, we can consider the following algorithms: DM-Present, H-Present, C-present [61] , SQUASH [62] , Keccak [63] , SHA1 [64] , D,U,S-Quark [65] , Armadillo-C [66] , Photon [67] , Spongent [68] , Cube [69] and GLUON [70] . Some of these functions are compared in Table 4 regarding to their output size (bits), area (GEs), and technologies (μm) [71] .
Public key algorithms.
They involve a public key and a private key, and ensure security services such as non-repudiation, integrity, authentication, confidentiality, and key exchange. Their main advantage is the non-requirement of any preceding secret's exchange between the parties. However, conventional public-key cryptography algorithms such as RSA demand high processing capabilities and long keys to ensure a good level of security. RSA remains inappropriate for constrained devices because they need to process large numbers and long keys to realize sufficient security. In addition, small computing devices will no longer be able to accommodate large keys since key generation, encryption and decryption operations are demand high power consumption.
In IoT, alternative public-key cryptographic schemes with shorter keys may be used such as ECC (Elliptic Curve Cryptography), HECC (Hyper-Elliptic Curve Cryptography) [72] , NTRU [73] (developed for RFID), and BlueJay [74] . ECC and HECC use an algebraic structure of elliptic curves over finite fields and offer enhanced security. Owing to their short keys, they constitute an interesting choice for embedded environments of the IoT framework [72] . NTRU is a public key algorithm based on polynomial algebra and consists of reducing polynomials with respect to two different moduli. This high speed algorithm, noted for its simplicity of computation is convenient for energy-constrained devices [73] . A recent ultra-lightweight algorithm was proposed in [74] , and consists of a combination of symmetric encryption (Hummingbird-2), asymmetric encryption (Passerine), and authentication code. Designed for RFIDs and WSNs, this algorithm may be a suitable solution for IoT. A brief comparison between some algorithms in terms of area (GEs) and technologies (μm) is shown in Table 5 [52].
PRNG (Pseudo-random number generators)
. are used to produce an unpredictable output sequence. Many solutions have been proposed to generate on-board pseudo-random numbers to secure RFID and WSN systems protocols. In [75] , the authors proposed a 16-stages PRNG, a combination of an oscillator output and a linear feedback shift register. Limited by the use of a linear structure, this PRNG was attacked in [76] . To prevent this attack, the authors of [76] have designed a PRNG using multiple primitive polynomials instead of one in the LFSR. In [77] , the authors proposed a PRNG compliant to EPC C1 Gen2 standard, named LAMED, suitable for low-cost RFID tags and providing both 32-bit Comparison is based on key sizes, block sizes, consumed area measured in gate equivalents (GEs), and technology values (μm). GEs is a measurement unit used to specify complexity of digital electronic circuits independently from manufacturer and technology, and corresponds to a silicon area for a dedicated manufacturing technology. Technology value refers to the level of semiconductor process technology and expresses the size of the finished transistor and other components. Comparison is based on output sizes, consumed area measured in gate equivalents (GEs) and technology values (μm). Comparison is based on consumed area measured in gate equivalents (GEs) and technology values (μm).
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and 16-bit random numbers. Other PRNGs were proposed in [78, 79] and [80] .
Access privacy
As shown in Fig. 6 , techniques and research activities relating to the access privacy of data in the IoT include blocking approaches, lightweight protocols, data sharing and management.
Blocking approaches.
During the phase of data collection, blocking techniques are used to prevent privacy problems. Frequently, the intelligent object is carried by a person, which may represent his/ her unique identifier, and may be attacked to extract movement information. In this case, to reduce the privacy risks, users can use the kill command of RFID tags to force a disabling operation [81, 82] . However, in the case of intelligent objects that need the tags to their functioning, this may not be possible. One possible solution is the use of a locking and unlocking mechanism for the tags. This is efficient for flexible privacy rules, where only a part of the data is classified as private, instead of "the all-or-nothing policy", used in the kill command [82] [83] [84] [85] .
Lightweight protocols.
They aim essentially to ensure identification and authentication. Additional properties may be included such as delegation and restriction, proof of existence, and distance bounding [32] . These protocols are detailed in Section 5.3.
Data sharing and management.
Many research efforts have been directed at data management and sharing in IoT context, and can be found in [86, 87] . Regarding aggregation of data collected by sensors, an important work can be found in [88] , where Sang et al. proposed a method for securing data aggregation to extend the network lifetime, guaranteeing reliable data collection from sensors, and addressing a solution for node failure and healing. In [89] , Veltri et al. proposed a protocol for secure data aggregation at predetermined or unpredictable time applied in both contexts of IoT and VANETs (Vehicular Ad hoc Networks).
Open research issues
The large number of protocols and schemes listed previously reflects the adequate efforts provided by researchers. However, we are still able to identify three main research axes in privacy field. First, with the huge amount of data exchanged between IoT actors, it is interesting to implement applications for the data minimization principle to reduce the amount of personal data collected and that need to be saved. Second, researchers can focus on standardization of security and privacy mechanisms in IoT, to comply with the requirements of the new schemes and algorithms. Third, new mechanisms should be developed to provide users with the possibility of managing their own privacy settings instead of expecting the IoT system to implement their requirements.
Trust
Establishing, negotiating, updating and revoking trust among entities in the IoT context is an essential task. The main difficulty to overcome is the engagement of unfamiliar and unpredictable entities implementation of the trust mechanism. Owing to their heterogeneous and irregular composition, it becomes necessary to define a different evaluation of trust for objects, humans, and services. To guarantee success in a trust negotiation operation, the credentials of involved parties must be exchanged and verified to allow mutual trust to be established. Contrary to classic schemes where trust is built in a centralized manner and prior trust relationships are established, managing trust in a dynamic and distributed environment is a very challenging research activity [90] .
Definition
In the literature, many definitions of trust were proposed according to different taxonomies. Cho et al. [91] detailed the concept of trust in many disciplines such as sociology, economics, philosophy, psychology, organizational management, autonomic computing, and communications and networking. They distinguished trust, trustworthiness and trust management, and presented a detailed survey of trust mechanisms in MANETs. The first definition of trust was proposed in [92] , and focuses on reliability trust. The authors stated that "Trust is the subjective probability by which an individual, A, expects that another individual, B, performs a given action on which its welfare depends". They involved two main concepts: dependency and degree of trust (probability). The main drawback of this definition is that trusting a person remains an insufficient reason to depend on him/her. A second definition was introduced in [93] about decision trust, and stipulates that "Trust is the extent to which one party is willing to depend on something or somebody in a given situation with a feeling of relative security, even though negative consequences are possible". This definition is based on four concepts: dependency, reliability, utility, and risk.
To highlight the role of trust in decision mechanisms, a set of practical procedures, tools, and rules have to be considered: trust management. In [94] , the authors define this concept as follows: "Trust Management is an approach to making decisions about interacting with something or someone we do not completely know, establishing whether we should proceed with the interaction or not". It focuses on trust establishing, updating, and revoking through the study of security policies, credentials, and trust relationships.
State of the art and taxonomy
Depending on the mechanisms of establishing and evaluating trust between different nodes, two main categories of trust management systems can be defined: deterministic trust, and non-deterministic trust. Deterministic trust includes policy-based mechanisms and certificates systems. Non-deterministic trust includes recommendation based, reputation based systems, prediction based, and social network based systems. Policy based trust employs a series of policies to manage authorization and identify minimum trust levels. Certificates systems utilize public/private keys and digital signatures to decide whether to trust the signer or not. They use a third party to issue and manage certificates (CA: Certification Authority), which is trusted both by the certificate owner and by the party relying upon it. Recommendation based trust uses prior experiences to determine trust, and may use either explicit recommendation or transitive recommendation. Reputation based systems exploit consumer feedback to rate service provider. Prediction based trust is useful when 
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there is no prior information, and involved entities are more likely to trust one another. Social network based trust builds trust communities, an environment where members can share their opinions, experiences, events, etc. without privacy and judgment problems. Reputation based systems consider the global reputation of the entity and its experience while social-network based systems are founded on subjective concepts such as friendship, honesty, social reputation or recommendation. In [95] , Suryanarayana et al. presented the results of the first survey about trust management in peer-to-peer applications. They divide trust management techniques into three types: policy-based, reputation-based, and social network-based. They surveyed related technologies and approaches of nine different trust management systems based on eleven comparison parameters. The result of their survey is summarized in Fig. 7 .
During the last decade, networks infrastructures and components have evolved to ensure flexible and on-demand services. Trust management concepts and techniques need to be adapted and many research activities have been devoted to this direction. In [91] , Cho et al. surveyed trust management systems for Mobile Ad Hoc Networks. They used a new taxonomy, where they focus on the interactions between heterogeneous, social, information, and cognitive communication networks. They consider the limitations of these networks in terms of resource consumption and dynamic properties (topology, mobility, ubiquity, etc). In their survey, they define the following purposes to compare between different trust management systems: intrusion detection, authentication, access control, key management, and isolating misbehaving nodes.
Using a broader vision, Noor et al. in [96] proposed a survey of trust management systems for the cloud computing. They detail the principal techniques and research activities that may be adapted to services in cloud environments. They adopt a holistic vision of various trust management techniques where they define four categories: policy, recommendation, reputation, and prediction, as shown in Table 6 . Depending on the trust applications, research activities are divided into fives classes as shown in Table 6 : Peer to Peer (P2P) systems, GRID systems, a service-oriented environment, a cloud environment and web application.
Researchers made a considerable effort to adapt and propose new trust schemes to the severe constraints of dynamic networks. For example, the project uTRUSTit (Usable Trust in the Internet of Things), 8 applicable to the smart home/office environment and evoting infrastructure, aims to develop a trust feedback toolkit and ameliorate a trust relationship between users. In this project, trust is defined differently: "A user's confidence is an entity's reliability, including acceptance of vulnerability in a potentially risky situation". The model of trust is based on a cognitive approach to define and fulfill user requirements and preferences. Trust is conceived as an internal status depending on users preferences, comprehension and experience including the reputation relationship. In [136] , Glior and Wing defined a model consisting of trust for heterogeneous networks consisting of humans and computers in which they combined both computational trust and behavioral trust concepts. They aimed to strengthen computational trust methods using behavioral trust to face the increased participation of humans in modern networks (social networks, online games, economical services, etc.). The reliability of the provided services should take into consideration the participation of the newly added users. The authors state that trust establishment must occur according to the user's preferences and beliefs, and demonstrate how behavioral trust is useful to establish a solid trust relationship between humans and computers.
In [137] , Atzori et al. introduced a new paradigm for social network Fig. 7 . Classification of trust management systems according to [95] . of intelligent objects based on a new paradigm of social relationships named Social IoT (SIoT). Similar to social networks for people, the authors define social network of intelligent objects, which refers to the social relationships between objects. Inspired by research activities about trust in P2P networks, the authors of [138] built a subjective model for trust management in SIoT. The basic rule for trust calculation is based on a node's experience and reputation among its common friends. To calculate the trust value, the authors developed a feedback system, where they merged the trustworthiness and centrality of the nodes involved.
Open research issues
As we notice the need for a general and generic theory for trust in heterogeneous networks where humans and objects need to interact, it is interesting to solve foundation limitations in this field. Furthermore, understanding the exact relationship between computational trust and behavioral trust in the IoT seems to be a worthy cause. Moreover updating the trust in changing network environments should be studied by researchers as the involved parties may be exposed to external attacks or may face severe energy conditions. Finally, although various mathematical models of trust were proposed, their applications in real networks remain limited. Conceiving and implementing trust mechanisms to protect services/users/objects in changing infrastructures is a good research direction. We believe that it is interesting to integrate trust within the access control scheme in these environments to build an efficient network.
Identification/authentication
Definition
Identification is used for devices such as computers, servers, application gateways, RFID tags/readers, sensors, actuators, and more. They are associated with an identifier such as RFID tag identifiers, an IP address, URIs (Universal Resource Identifier), or hostname, etc. More precisely, three categories of IoT identifiers can be differentiated: (1) Object Identifiers, used for physical or virtual objects, (2) Communication Identifiers, used to identify devices when they are communicating with other devices, and (3) Application Identifiers, used for applications and services [139] . Authentication is the process of confirming an entity's identity using a login and additional information to sign in, such as passwords, PIN, smart cards, digital certificates, and biometrics. It is used to prevent unauthorized access to resources.
State of the art and taxonomy
According to credential elements, research activities can be divided into three main groups, as shown in Figs. 8 and 9: (1) cryptographic primitives and ultra lightweight operations, (2) capabilities of EPCglobal Class-1 Generation 2; and (3) physical primitives [140] .
Cryptographic primitives consist of hash functions (hash chain protocol, random hash-lock protocol) [141] , MACs, PRNGs, stream ciphers, block ciphers, and public keys [142] . Ultra lightweight operations comprise simple binary functions such as XOR, AND, OR and rotations; or NP-hard mathematical problems. EPCglobal Class-1 Generation 2 capabilities intend to authenticate nodes using the 16-bit CRC and 16-bit RNG of the standard. Physical primitives utilize electronic and physical properties of RFID tags to form an authentication primitive [32] .
Lightweight cryptographic protocols
The proliferation of tiny embedded networks produced the need to develop efficient cryptographic systems with limited resources consumption (energy, memory, processing). The arrival of IoT accentuates the problem of scarce resources by adding the scalability issue. Existing cryptographic algorithms necessitate processing, memory and energy capabilities, which may be unavailable in limited resources and embedded objects. The development of strong and cost-effective cryptography, combined with advanced energy producing techniques, constitutes an adequate solution to solve this problem. Many research efforts have shown that elliptic curve cryptography represents a strong security solution due to its limited resources consumption [143] , and other researchers have demonstrated that energy may be generated from environmental conditions of interconnected objects (vibration, movement…) [144] . Lightweight cryptographic protocols can be divided into two groups: minimalist cryptography and protocols based on NP-hard mathematical problems. Minimalist cryptography includes Mutual Authentication Protocols (MAP) family (LMAP, EMAP, M2AP, etc.), and Strong Authentication and Strong Integrity (SASI) family. Protocols based on NP-hard mathematical problems contain Hopper and Blum (HB) family [32] .
Context-related physical metrics based protocols
The ubiquity of IoT elements produces numerous interactions to distinguish information about their existence, exact position, precise timing and number/location of their neighbors. This category of protocols is based on the notion of physical primitives, which means the exploitation of electronic and physical properties of RFID tags to form an authentication primitive [32] . It includes three types of protocols: proof of existence, distance bounding and tag ownership transfer protocols.
Proof of existence protocols are known for two main families: Yoking/grouping proof protocols [145] and ECC-based grouping proof protocols [146] . In Yoking/grouping proof protocols (developed in 2004), the main goal is to unquestionably prove the physical presence of two or more RFID tags at the same location using information generated by one or more readers. This technique is based on random numbers generated by the tags separately [145] . In 2005, this proposal 
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was generalized to grouping proofs using ECC cryptography to allow the participation of many tags in the proof generation [146] . Distance bounding protocols are used to prevent relay attacks, distance fraud, and terrorist attacks by monitoring the distance between any tag and its reader. This operation is comprises a slow phase and a fast phase [147] .
The tag ownership transfer protocol involves three entities: current/old owner, tag and new owner; and is executed in two phases: authentication and ownership transfer. Examples of this type of protocols contain those exploiting a Trusted Third Party (TTP) and decentralized proposals without TTP [148] .
Biometric based protocols
The absence of physical security may lead to serious attacks, where malicious entities exploit compromised objects to retrieve sensitive data, and gain privileged access rights. Greenstadt et al. recommended the use of multi-modal biometrics to permit the object to identify its owner, and human-like security models to allow decision-making by the object [149] . In practice, biometric identification may include fingerprints, eye texture, voice, hand patterns, and facial recognition. The main goal is to realize sufficient natural recognition of the object's owner to avoid many threats and prevent security attacks
Open research issues
To contribute to identification development in IoT, the following research directions may be explored. First, it is important to address a global identification scheme to process a large number of object identification schemes. The hierarchical naming scheme used in the Internet is inadequate for dynamic environments, and industries utilize proprietary standards for identification, which aggravates the problem.
Second, an infrastructure with non-colliding unique addresses should be set up. It is meaningful to take into account the random character of intelligent objects (arrival, departure from the network…), and allow the choice between disclosing or concealing their identities. In addition, to satisfy the interoperability requirements, it should be possible to recuperate information about a particular entity, with respect to its privacy preferences. Third, techniques of automatic discovery are useful to set up communications between humans and objects when the entities, services and network equipment, and topologies are continuously changing.
Access control
Definition
Access control aims to manage the interaction and communication between users and systems. It attributes and checks authorizations to entities to execute precise operation(s) [150] . Traditionally, access control systems offer different specifying methods, which realize diverse degrees of granularity, flexibility, scope, and distinct categorizations of the controlled resources [151] .
State of the art and taxonomy
In IoT, conventional ACLs are difficult to manage due to their complexity and lack of flexibility. They are replaced by other models as shown in Fig. 10 . In [152] , the authors survey access control models in WSNs. In Fig. 11 , we classify research activities in access control systems in a two-dimensional diagram as described in [152] .
In Role Based Access Control, the possible decisions are: permitted or denied access. For dynamic environments, many access control models where developed based on the RBAC approach to provide 
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further security properties. Context-Aware Role-Based Access Control intends to ensure context awareness and adapt security parameters to ensure the users' security according to three modular context situations: critical, emergency, and normal condition [153] . Break-the-Glass Role-Based Access Control (BTG-RBAC) aims to collect information from end users to execute the BTG action in emergency situations. The system enquires whether the user really wants to perform emergency action, and consequently triggers alarms, the file, etc. [154] . In addition, the Organization Based Access Control (OrBAC) model is a generic and expressive access control model that extends the Role Based Access Control (RBAC) model. It expresses the security policy and enables distinction between an abstract policy defining organizational requirements and its real implementation in a given information system. The SmartOrBAC model distributes processing costs between IoT devices with different levels of energy limitations and addresses the collaborative aspect with a specific solution [155] . Cryptography-based access control (CBAC) is conceived for untrusted environments, and utilizes cryptography methods to control data access. It offers benefits in terms of distributed management, support for delegation, traceability of the access, authentication chains to extend scalability. Mainly, two different schemes may be used: ECC, and attribute-based encryption (ABE). In the latter scheme, four access control models may be distinguished: Fine-Grained Distributed Data Access Control (FDAC) [156] , Distributed Fine-Grained Access Control 
(DFAC) [157] , Distributed Fine-Grained Data Access Control for Distributed Sensor Networks (DFG-AC) [158] , and Adaptive Access Control (A2C) [159] . Users' Privacy-Preserving Access Control (UPPAC) intends to hide the user's ID and protect private information. Hence, other network entities, with limited authorizations, become unable to know the actual users' ID [152] . In this context, we can distinguish two main access control models: distributed privacy-preserving access control (DP2AC) [160] , and distributed privacy-preserving access control (PRICCESS) [161] .
Open research issues
Technical details provided in the previous sub-subsection lead to the definition of the following research axes in the access control field. First, credentials management is a crucial issue in the IoT context, especially regarding large amounts of data which present new implementation challenges. In [162] , authors claim that interactions between objects and users, make credential management more challenging, and scalability concerns have to be debated. In addition, the multiplicity of identification schemes techniques imposes fine investigation to overcome technological difficulties.
Second, the ubiquitousness of interacting entities makes many operations possible, in the form of data sharing, entertainment, and resources distribution. This leads to higher cooperation between entities, and creates new sharing vector through mobility of communicating devices, which may constitute a major object for security attackers. Consequently, it is meaningful to build up successful solutions for secure sharing in IoT context, utilizing access control schemes, while supporting mobility feature.
Standardization activities in IoT security
Many industries are now engaged in IoT technologies due to the increasing number of inter-device communications. A single customer may target simultaneously products of different areas (health, smart grids, fitness, transportation, etc.). Then, manufacturers of IoT devices and applications, need to handle unique security features that IoT components have to face once they are connected to each other. To fulfill this challenge, regulators and interoperability bodies must develop security standards to speed up IoT evolution et minimize costs as illustrated in Fig. 12 . In this section we present the major actors of the standardization efforts for IoT security and their relevant activities.
Actors
The number of IoT security standardization bodies has increased in the last few years. They instituted considerable efforts leading to numerous standardization activities. The issued standards are either achieved by a single organization (ETSI, IEEE, IETF, etc.), or result from the collaboration among different organizations (oneM2M, IoT-A, etc.) as explained below.
OneM2M 9
It is the global standards initiative for M2M communications and IoT. Many standardization organizations are assembled to generate many specifications for a common M2M Service Layer. The main results of oneM2M efforts activities are listed below.
ITU-IoTGSI (ITU-Global Standards Initiative on the Internet of Things) 10
This initiative aims to unify research activities related to the IoT within ITU-T. It focuses on definitions, overviews, requirements, architecture, and a work plan for deploying the IoT. In this trend, ITU-T collaborated with other Standards Developing Organizations (SDOs) to publish many recommendations in the IoT field. This is valuable for service providers as it enables them to propose and improve services in this area. In practice, many recommendations were approved in the Y series, which is directed at the global information infrastructure, Internet protocol aspects and next-generation networks. More precisely, recommendations that are directly related to the IoT are Y.2060 (Overview of Internet of Things) and Y.2061 (Requirements for support of machine-oriented communication applications in the NGN environment) where a reference model of 4-layers is proposed for IoT architecture. Security questions are divided into two types: generic security capabilities and specific security capabilities. The former type of security capabilities are independent of applications and include authorization, authentication, data confidentiality, integrity protection, privacy protection, security audit and anti-virus. Specific security capabilities depend on application requirements such as mobile payment.
6.1.3. 3GPP/3GPP2 (3rd Generation Partnership Project) 11 It is a collaborative project between six SDOs (ARIB, ATIS, CCSA, ETSI, TTA, TTC), that are concentrated on developing technical reports and specifications for cellular technologies such as 3.9G (LTE) and 4G (LTE-Advanced) and mobile network-based M2M. IoT standardization efforts within 3GPP/3GPP2 can be classified into two categories: mobile networks designed for human-to-human or human-to-machine interactions (GSM, 3G, 4G, etc.), and Machine-to-Machine interactions (also known as Machine Type Communications (MTC)). First, with the explosion of the number of connected devices, LTE (Long Term Evolution) seems to be the main connectivity technology in the IoT context. Here, the convergence the IoT and 3GPP LTE network is of interest. This requires standard interfaces need to be defined to fulfill interoperability needs. A self-organizing network (SON) for LTE of 3GPP is a good proposal that other NGN standards should follow. Regarding security concerns, LTE applies specific security functions for data transmission. It focuses on signaling protection, user plane protection, network domain security, authentication and key agreement. The authentication procedure can be ensured either by the operator of the network, or by base stations in the case of mutual authentication or using authentication keys / digital certificates. Thus, considerable efforts were made to address security questions; 3GPP issued two technical specifications series, namely the 33 series (Security aspects) and 35 series (Security algorithms). They include several documents defining various aspects of LTE security aspects including architecture, Network Domain Security, IP network layer security, authentication Framework, Inter-Domain Trust Establishment, Application Security, and MVPN Access to Home. Second, 3GPP standardization activities on mobile network-based M2M are known as "Machine Type Communications (MTC)". They focus on the optimization of access and core network infrastructure, permitting effective provision of M2M services. Many specifications covering use cases, service requirements, and a functional architecture for MTC application were released and approved. Further, 3GPP discussed secure telecommunication functions in MTC including authorization, authentication, identification, access control, confidentiality and privacy. These features were debated in many Technical Reports such as TR 23.887 and 23.888.
deployments. Within its M2M activities, BBF aims to enable, among others, services in the Smart Home to manage growing ecosystem of M2M/IoT. The forum launched an important initiative in network architectures with the release of a set of technical reports, and by defining its own TR-069 protocol suite and data models for home network management. It is worth mentioning that the TR-069 protocol is designed to function on secure transport protocols such as secure HTTP transport over TLS to ensure data confidentiality. Moreover, in its various TRs and TSs, the BBF discussed protection against MAC address spoofing and DoS attacks, protection against broadcast/multicast storms, ARP processing and IP spoofing prevention to avoid malicious attackers.
6.1.5. HGI (Home Gateway Initiative) 13 This initiative aims to develop a smart home ecosystem, and publish requirements and test plans for home gateways and wireless/ wireline home networks. It improves applications, and facilitates connections of home gateway middleware and communicating devices. The HGI issued technical requirements for devices and services in the smart home including gateways and networks. It published technical requirements for home gateways including QoS, and software modularity. In the security area, HGI discussed many aspects including security management procedures, firewall policy, key management, WLAN security and authentication mechanisms. In practice, many specifications were of interested in the aforementioned security questions such as the HGI Guideline Paper, HGI-RD048 (HG requirements for HGI open platform 2.0) and HGI-GD006-R2 (HGI guideline paper IMS Enabled HG).
Type 1 partners technical specifications and technical reports
OneM2M has established two types of partners: type 1 and type 2. The second type involves a limited number of organizations and plays a key role in the dissemination of standards. The first type includes many Standards Development Organizations (SDO) and plays an important role in technical specifications and technical reports publishing. In IoT context, many efforts were provided within M2M communication and oneM2M framework to propose a general framework, technical requirements and security requirements for IoT. Also, a special interest was given to semantic web best practices where guidelines for domain knowledge interoperability to build the Semantic Web of Things were proposed. In security context, considerable contribution can be noticed regarding security and privacy aspects including authentication, encryption and integrity verification. More details are related to authorization, access control, confidentiality, authentication, identification, trust and integrity verification can be found in oneM2M-TS-0003 (oneM2M Security Solutions) and oneM2M-TR-0008 (oneM2M-TR-0008-Security).
ETSI (European Telecommunications Standards Institute) 14
This institute comprises two main technical committees: ETSI M2M and ETSI ITS (Intelligent Transport Systems). ETSI M2M focuses on the services, functional requirements, interfaces and architecture of M2M solutions, divided into five domains, namely: smart grids, health, connected consumers, transportation, and smart cities. Security aspects debated by ETSI M2M technical committee are related to authentication, integrity, confidentiality, trust management and access control (e.g. TS-102690, TR-118-508). ETSI ITS debates all types of vehicular communications. In security context, ETSI ITS discusses confidentiality, integrity, availability, accountability and authenticity (e.g. TR-102-893).
IEEE (Institute of Electrical and Electronics Engineers) 15
The institute the P-2413 standardization project, which aims to build an architectural framework for the IoT. The standard intends to supply a quadruple trust feature (protection, security, privacy, and safety). Besides, IEEE contributed to Smart Grid (SG) field development, and issued important related standards (e.g. IEEE-2030, IEEE 1711 and IEEE 1686-2007) where different security features are discussed including specific serial security, safeguards, audit mechanisms, access control, data recovery, etc. Besides, we can list many other standards issued by IEEE, not directly linked to IoT but can be used or adapted to answer its requirements such as IEEE-802.15.4 (ZigBee) and IEEE 802.16p (IEEE Standard for Air Interface for Broadband Wireless Access Systems). The first example is known as a Low Rate Personal Area Network and includes a set of security functions located at the datalink level, namely access control, integrity verification, data confidentiality and protection against replay attacks. The second example aims to enhance the support of M2M applications through the management of information exchange between a subscriber station and a server in the core network (through a base station) or between subscriber station without any human interaction. The security of this standard lies in supporting the integrity and authentication of M2M devices; integrity and privacy of M2M application traffic; device validity check; and enabling a flexible security suite to meet the requirements of the M2M application.
6.1.9. IETF (Internet Engineering Task Force) 16 This tasks force is interested in the semantic web, social networks and RESTful services. First, it contributed to the IPv6 supporting by limited-energy devices in 6LowWPAN-IPv6 protocol (IPv6 over LowPower Wireless Personal Area Networks). This protocol adopts the same security features as IEEE 802.15.4 and IPv6. Second, IEEE issued the Constrained Application Protocol (CoAP) for resource-constrained devices to facilitate translation to HTTP for integration purposes with web application. Regarding security aspects, this protocol discusses authentication, integrity, confidentiality and protection against replay attacks. Third, IETF developed the PRL (IPv6 Routing Protocol for Low-Power and Lossy Networks) protocol in RFC6550. The security of this protocol adopts three modes (unsecured mode, pre-installed mode and authenticated mode). Fourth, IETF proposed an integrated web services for M2M and IoT applications, named CoRE (Constrained RESTful Environment) which applies the same security features as HTTP over TLS (RFC2818).
6.1.10. IoT-A (Internet of Things -Architecture) 17 It proposes an architectural reference model for the IoT context, made up of a suite of key building blocks. The main objective is to assist providers and researchers when they have to make their technical choices. Thus, IoT-A provides design directives with simulation and prototyping options. Many security features are deeply debated in this model and are related to authorization, authentication, identification, key management, and trust management.
Open research issues
Although considerable research has been devoted to the IoT security domain, we can still propose many issues that need to be addressed. First, the security of IoT endpoints is crucial since we are concerned with a huge number of intelligent objects. Then, efficient authentication standards need to be proposed and have to take into consideration names unifying, encoding, profiles and privileges, an explicit trust relationship, a time-tamping protocol, etc. Second, a considerable interest should be paid to IoT ecosystems. A huge data ecosystem registry is needed to facilitate the tracking of all parties that may affect the security of IoT system components during their lifecycle. Finally, IoT interactions need to be debated among IoT security concerns. A security incident and event management repository would be useful to study IoT logs for predictive, real-time, and historical analyses.
Discussion
IoT enables objects to become active participants. They become able to recognize events and changes in their environment, and react more or less autonomously without human intervention. Computer networks, instead of simply being networks of calculators that process data, are expected to become intelligent networks capable of sensing, perceiving and recognizing, acting and reacting, and will continue to evolve to become more autonomous.
As illustrated in Fig. 13 , in parallel with the increasing autonomy of objects to perceive and act on the environment, IoT security should move towards a greater autonomy in perceiving threats and reacting to attacks, based on a cognitive, systemic approach. We summarize three IoT security research axes: efficient security for tiny embedded networks, adaptive, context-aware and user-centric security, and a cognitive, systemic approach to securing the IoT.
An urgent prerequisite for securing IoT is the development of efficient security mechanisms for tiny embedded networks with scarce resources. Current developments in wireless sensor and actuator networks, RFID technology, mobile computing and so forth, demonstrate the resource scarcity of the devices and technologies that will be part of the IoT. Consequently, much research work is being devoted to developing efficient, robust and low-consumption cryptography for tiny embedded computing and secure protocols for low-power lossy networks. It is essential to adapt and/or design related and equally important sub-systems such as key management, authentication mechanisms, credential management and so on.
The ubiquitous nature of IoT raises legitimate questions about the privacy of persons, and how to cope with the heterogeneity of user and application requirements in terms of security services. This requires the development of adaptive, context-aware and user-centric security solutions. This diversity in terms of security requirements can be addressed via the adaptive, context-aware management of security profiles and policies. The ubiquity of objects encourages content sharing which, in turn, means paying special attention to security and privacy in a dynamic and heterogeneous environment.
Similar to objects being autonomous to perceive and act on their environment, IoT security should evolve towards greater autonomy in detecting threats and reacting to attacks by following a cognitive, systemic approach. This evolution relates to the autoimmunity of intelligent objects so as to prevent and contain attacks in a potentially hostile environment. Adequate trust models will be required to guarantee the smooth and peaceful evolution of objects in a large, heterogeneous technological ecosystem. Autonomous object actions require responsibility management and liability enforcement when detecting threats and reacting to attacks. Finally, most attacks can be prevented through a strong identification and recognition of object owners.
Conclusion
The IoT is a new disruptive technology that can be expected to bring about an evolution in usage and in the surrounding technological ecosystem. In this paper we shown that this major evolution will create its own security and privacy challenges. Most of these challenges result from the inherent vulnerabilities of IoT objects and the tight coupling of the physical world to the virtual world through intelligent objects. This tight interaction highlights a systemic dimension of IoT security that we proposed to use as a roadmap overview in this work. We then surveyed security related interactions and solutions: Privacy, Trust, Identification and Access Control. In addition to highlighting scientific and technological locks we have shed light on the main standardization activities and the open issues. We showed that the evolution of objects towards greater autonomy intensifies the issues of security and privacy. Finally, we concluded that the autonomy of objects to perceive and act on their environment will cause IoT security to move towards greater perceptive and actionable autonomy based on a cognitive and systemic approach.
